ENDPOINT MANAGEMENT - REFERENCE PLAYBOOK

Android Enterprise Fully Managed with
Intune - Corporate-Owned Android Phone
Playbook

Purpose. A complete procedure for provisioning a business Android phone as a corporate-owned, fully

managed device in Microsoft Intune: managed Google Play bound with an Entra account, an enrollment
profile with QR-code provisioning, enrollment-time grouping, a baseline device restrictions policy, and a
carrier eSIM added after enrollment.

Reader. A technician who has administrator access to a Microsoft 365 tenant and a phone to provision,
and who has not done this before.

Reference build. Every step was executed on a Google Pixel 8a, in a Microsoft 365 Business Premium
tenant. Where the phone or the product behaved differently from the documentation, the step says so in
a Reference build note. Those notes are the reason this playbook exists.

Placeholders. <0RG> is a short organization prefix. contoso.com is the tenant domain. user@contoso.com is
the person who will use the device. Replace all three before use. Serial numbers, device names, IMEI
and EID values, tenant identifiers, and the enrollment QR code appear nowhere in this document.

Version 1.0 - October 2026

Written against Android 17 (September 2026 patch), Intune admin center as of 2 October 2026, Microsoft 365 Business
Premium

Author Evan Ireland, in collaboration with Claude (Anthropic)
Companion case study evanireland.tech/projects/android-enterprise-intune-endpoint/
Companion write-up evanireland.tech/posts/android-enterprise-intune-work-phone/

Companion playbook Entra Join, Autopilot & Intune - Cloud-Native Windows Endpoint Playbook (same tenant pattern,
Windows)
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1. Concepts & Terminology

1.1 Why enrolilment only happens from the setup wizard

Fully managed and corporate work profile both make a management app the Device Owner. Android
allows that only before the first user is set up. This is a deliberate security design: it stops an app
from taking over a phone someone is already using. A phone sitting at its home screen must be factory
reset before it can be enrolled as a corporate-owned device.

The only path from a phone that is already set up is a personal work profile (BYOD). That path marks the
device as personally owned and gives up whole-device control, which is the wrong template for a
company asset.

1.2 Who does what

Component Role

Intune admin center The console where policy, apps, and enrollment profiles are created.

Android Management Google's service that carries Intune's policy to the device.

API

Android Device Policy The Google app on the phone that is the Device Owner and enforces the policy.

Microsoft Intune app What the user sees: sign-in, compliance status, sync.

Managed Google Play The work app store. Intune cannot manage Android Enterprise at all until the tenant is bound to
it (Section 3.2).

1.3 Fully managed, and the alternatives

Fully managed (corporate-owned, single user, "COBO") gives the organization control of the whole
device. It suits a work-only phone where the owner carries a separate personal phone, so there is no
personal side to protect. Corporate work profile (COPE) is the alternative when staff will not carry
two phones. Personal work profile is BYOD and is not covered here.

1.4 Patch before you provision

A factory reset erases data, not the OS version. The build on the phone at reset is the build you enroll on.
A phone months behind on patches, enrolled with an automatic system update policy, can start a large
update in the middle of enrollment and reboot itself. That restart is the one Microsoft warns breaks
registration.

Reference build. Patching first took the phone from Android 16 (May 2026 build) to Android 17
(September 2026 patch) before management touched it.

1.5 The eSIM goes on after enrollment, never before

Carrier eSIM QR codes are typically single-use, and a factory reset can delete a downloaded eSIM. The
order is: patch, reset, enroll, then eSIM. Once the phone is enrolled, an Intune wipe preserves eSIMs
by default on corporate-owned Android modes.
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1.6 Fully managed means approved apps only

The regular Play Store is replaced by the work Play Store, which shows only apps the administrator
approved and assigned. Fully managed setup also disables most preinstalled apps. They are disabled,
not deleted, and can be re-enabled by package name (Section 6.2).

1.7 Enrollment-time grouping

The enrollment profile can place the new phone into a security group during setup, so everything
assigned to that group applies at once. A dynamic group would have to wait for rule evaluation, which
can take many minutes.

Intune can write that membership only when the Intune Provisioning Client service principal (App ID
f1346770-5b25-470b-88bd-d5744ab7952¢ ) is an owner of the group. This is a Microsoft first-party identifier,
not a tenant secret. Only the default fully managed token supports enrollment-time grouping; the staging
token does not.

1.8 Documentation lags the portal

Two portal differences from Microsoft Learn were found on 2 October 2026: the system-app path moved
under a new "Category" picker (Section 6.2), and the Copilot app listed in managed Google Play is now

simply "Microsoft Copilot" (Section 4.1). Portal paths in this playbook are dated 2 October 2026. If one
has moved, search the admin center for the feature name.
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2. Prerequisites, Kit & Decisions

2.1 Time budget and stopping points

Phase Hands-on Safe to stop after?

3 Tenant preparation (binding, group, profile) 30-45 min, more if a Yes
Google identity already
exists

4 Apps and baseline policy 30-60 min, scales with Yes
the app list

5 Device intake, patching, and enroliment 30-45 min including Not mid-enrollment. Never restart the
patching. Enrollment phone during Section 5.6
itself took about six
minutes

6 Verification and system apps 20-30 min Yes

7 Carrier line, eSIM, hotspot 30-45 min Yes

The six-minute figure is color, not a performance claim. It describes one phone on one network on one
day.

2.2 Kit

e The phone, charged, no SIM inserted, and a Wi-Fi network that is not a guest or isolated VLAN.
e An administrator workstation for the Intune admin center. The QR code is displayed on its screen.
e The purchase receipt, for warranty and origin.

e A password manager open to the business vault, for the carrier account and hotspot password.

e For the carrier step: the phone's IMEI 1 and EID (Settings, About phone).

2.3 Decisions made in this playbook

Change these before you start, not mid-build.

Decision Choice

Management mode Fully managed (COBO) Single-user, work-only phone. COPE is the alternative when
staff refuse to carry two phones.

Provisioning method QR code from the enrollment profile  No zero-touch reseller was involved. QR is Microsoft's
recommended method for most scenarios.

Token type Corporate-owned, fully The staging token does not support enroliment-time
managed (default) grouping.
Device name <ORG>- {{SERIAL}} Same pattern as the Windows laptop. Android has no 15-

character name limit.

Device group SG-AE-FullyManaged-Devices , Enrollment-time grouping requires a static group the
Assigned, owner Intune provisioning service owns.
Provisioning Client

Enrollment profile <ORG>-AE-FullyManaged-v1 Versioned so a v2 can be built beside it.
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Required apps A short core list (mail, chat, Installs during setup and cannot be uninstalled by the user.
browser, storage, password
manager), to the device group

Other apps Available, to the device group Fully managed is an exception to the user-group rule for
Available assignments (Microsoft Learn, assign apps to
groups).

Baseline policy <ORG>-AE-FM-Baseline-vl: PIN A security floor delivered at enrollment. Compliance and

required, biometrics disabled, Conditional Access belong to the hardening work (Part 8).

automatic system updates,
tethering left allowed
deliberately

Sign-in PIN only, no biometrics The owner's standing rule, enforced by policy rather than
habit.
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3. Tenant Preparation

Everything in this part happens on the administrator workstation, in a browser.

3.1 Check for an existing Google identity on the domain

Before binding, find out whether the domain already has a Google organization. Anyone who ever signed
up for a Google service with an address at the domain, started a Workspace trial, or used "Sign in with
Microsoft" on a Google service may have created one. Sign in at admin.google.com with the
administrator's work address.

¢ Admin console loads: note Account, Domains (Verified?) and Billing, Subscriptions.

¢ No access: stop and resolve Google-side administrator rights before binding.

Reference build. The domain already had a free Google Workspace Essentials Starter team with
sign-in federated to Microsoft. Domain verification (a TXT record at the apex and a CNAME)
succeeded. Google then gated "unlock admin features" behind a paid upgrade, with a banner saying
another administrator could claim the domain after a deadline. The upgrade was declined because it
was not needed, and the binding in Section 3.2 attached to the existing identity without error. Leave
the verification records in DNS.

3.2 Bind Intune to managed Google Play

1. Intune admin center, Devices, Enrollment, Android tab, Prerequisites, Managed Google Play.

2. I agree. This consents to sending user and device data to Google.

3. Connect to Google now (button text as of 2 October 2026), then sign in with the administrator's
Entra account ("Sign in with Microsoft"). The account must have a mailbox, because Google validates
by email. Since August 2024 an Entra account replaces the old enterprise Gmail binding.

4. Allow ("binding your managed Google account to Microsoft Intune").

5. Back in Intune the status shows Setup, with the linked account and registration date. Upgrade
greyed out means the domain is already a managed Google domain, not a legacy Gmail binding.

6. Change Organization Name (toolbar on the same pane, also under Tenant administration,
Connectors and tokens, Managed Google Play) to the business's real name.

Reference build. The organization name auto-generated from the administrator's name and
domain. That name appears on the phone during setup and in the work Play Store, so fix it before
enrolling anything.

Client rule. Bind with the client's administrator account, never the technician's, and add a second
owner in the Google Admin console. Google recommends two.

3.3 Create the enrolilment-time device group

Groups, New group: Security, name SG-AE-FullyManaged-Devices , membership type Assigned, Entra roles
can be assigned: No, and Owner = Intune Provisioning Client (App ID f1346770-5b25-470b-88bd-
d5744ab7952c ). In a new tenant the service principal may not exist yet. The Windows playbook (Section
3.4) shows how to create it with New-MgServicePrincipal . Put the profile name and the reason for the
owner in the group description, so the next administrator knows why it matters.
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3.4 Create the fully managed enroliment profile

Devices, Enrollment, Android, Corporate-owned, fully managed user devices, Create policy. Ignore
the auto-created Default Fully Managed Profile, which has no name template and no group.

e Name <O0RG>-AE-FullyManaged-vl. Token type Corporate-owned, fully managed (default).

e Apply device name template Yes, <ORG>-{{SERIAL}} .

e Device group: SG-AE-FullyManaged-Devices (a device group).

e The profile's Token page shows the QR code.

Treat the QR code as a key. Anyone who holds it can enroll a device into the tenant. Never publish
it, never paste it into a ticket or chat, and revoke and replace the token if it leaks. It does not appear
anywhere in this playbook or in the write-ups that go with it.
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4. Apps & Baseline Policy

4.1 Approve and assign apps

Apps, All apps (or Android), Create, Category Store app, Managed Google Play app. The embedded
work Play Store opens. Select each app, checking the publisher because look-alike apps exist. Press
Sync once at the end, then Refresh. Forgetting Sync is the usual cause of "my app isn't there."

Assign per app under Properties, Assignments:

Intent Group Apps

Required SG-AE-FullyManaged-Devices A short core list: mail (Outlook), chat (Teams), Microsoft Copilot,
storage (OneDrive), browser (Edge), and a password manager.
Add anything the owner insists on.

Available for enrolled SG-AE-FullyManaged-Devices The rest of the working set: Office apps, collaboration apps, a
devices PDF reader, the carrier's app, and any others the business uses.
Installed by Intune on its - Microsoft Intune, Microsoft Authenticator, and Company Portal.
own Do not add them.

Leave unassigned - Managed Home Screen and Microsoft Launcher, which are

added automatically at binding. They are launchers for kiosks
and locked-down fleets.

Copilot
Microsoft has merged its Copilot apps. There is now one app, called Microsoft Copilot, that signs in

with a personal account or a work account, and the work and personal sides stay separate. Signed in
with the work account, it is the work app. Do not go looking for "Microsoft 365 Copilot" in the store.

Reference build. Only "Microsoft Copilot" appeared in the managed Google Play search. The name
looks like the consumer app, which is the only reason it gets a note here. It was not a problem.

Authenticators

Microsoft Authenticator is mandatory. It installs at enrollment, it cannot be uninstalled on a fully
managed phone, and it later holds the Entra passkey. Keep other one-time-code accounts in a single app.
Codes stored only on a managed phone die with a wipe. Turn on sync, or keep an encrypted export
off the device.

Personal and financial apps

A fully managed phone can still pass Play Integrity, and the administrator can see that an app is
installed, not what is in it. Personal banking and similar accounts belong on the personal phone anyway.

Al apps

Only Copilot, signed in with the work account, sits inside the Microsoft 365 data protection boundary.
Treat every other Al app as outside it and keep client data out.
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4.2 Baseline device restrictions profile

Devices, Configuration, Create, New policy. Platform Android Enterprise, profile type Fully Managed,
Dedicated, and Corporate-Owned Work Profile, Templates, Device restrictions.

Setting Value Note

General, System update Automatic Monthly patches install without waiting on the user.

General, Tethering and access to Not configured, Microsoft's "high security (level 3)" fully managed example

hotspots deliberately blocks tethering. Copying a baseline blindly would kill the
hotspot the carrier plan was bought for. Say so in the policy
description.

Device password, Required Numeric complex Blocks repeating and sequential PINs.

password type

Device password, Minimum length 6

Device password, Disabled lock Face, Fingerprint, Intune labels fingerprint "(work profile-level)", but on a fully
screen features Iris managed device it applied device-wide.

Wipe after N failed sign-ins Not configured Choose a number deliberately in the hardening work.

Name the policy <ORG>-AE-FM-Baseline-vl and assign it to SG-AE-FullyManaged-Devices .

Reference build. After enrollment the phone showed fingerprint and face unlock as "Disabled by
admin" (Section 6.1, check 6.1.4), which confirms the label's "work profile-level" wording did not
limit it to a work profile on a fully managed device.
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5. Device Intake, Patching & Enroliment

5.1 Record the as-received state, and check the model first

Do this before anything on the phone changes.

¢ Model number and warranty region. Settings, About phone, Regulatory labels gives the model
number. The manufacturer's warranty check by IMEI gives the warranty region. A region mismatch
means doubtful local warranty service and possibly different radio bands.

e Settings, About phone: model, Android version, build number, EID, and IMEI 1 and 2. These are
private, so redact them before publishing anything.

e Note whether the phone has ever been online and whether a Google account was ever added. A
Google account added before a reset means Factory Reset Protection.

Reference build. The warranty check was done after enrollment and found that the phone is the
Japan-region model (G576D), bought online without checking the model number. The
consequences were no US warranty service and a carrier rejection (Section 7.2). The unit was kept
as an accepted risk. Do the check at intake and you will know before you spend an hour on the build.
Buy phones from the carrier, the manufacturer, or an authorized reseller.

5.2 Patch to current

1. Connect to Wi-Fi. Do not sign in to a Google account. Skip every prompt.

2. Settings, System, Software updates, System update. Install, and repeat until the phone is up to
date.

3. The Google Play system update (Mainline) requires a Google account on an unmanaged phone.
Skip it. It continues through the device's managed Play account after enrollment (verify in Section
6.1, check 6.1.9).

4. Record the new security patch level and build number.

Reference build. The OS update moved the phone from Android 16 to Android 17, and the Play
system update date from November 2025 to May 2026, before any enrollment.

5.3 Show the QR code

Intune, the enrollment profile, Token, then display the QR code on the workstation screen. Zoom the
browser in if the phone will not scan it.

5.4 Factory reset

Settings, System, Reset options, Erase all data (factory reset). Resetting from Settings signs out any
Google account first, which clears Factory Reset Protection. Stop at the welcome screen.

5.5 Provision

1. On the welcome screen, tap the same blank spot about six times. QR setup opens.

2. Join Wi-Fi: the main network, not a guest network.
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3. Scan the QR code. Note the time from the workstation clock, because the phone's clock is not set
yet.

4. Accept the "this device belongs to your organization" disclosure, and check that it names the
organization you set in Section 3.2.

5. Skip any "add a SIM" or "download a SIM" screen.

5.6 Enroll (do not restart the phone at any point)
1. The Intune Web Company Portal opens in a browser tab. Sign in with the work account and
complete MFA.

2. Install work apps. Two apps sit under Required: Microsoft Intune and Microsoft Authenticator,
which Microsoft puts on every fully managed phone. The apps you assigned to the device group
appear as well. When your own apps show up here, that is the proof the phone joined the enrollment-
time group during setup.

3. Set up access, Register your device. This is Entra registration through the Intune app.

4. Screen lock: set a PIN that meets Section 4.2. No biometric option is offered if the baseline
applied.

5. Home screen. Note the time.

Reference build. The Install work apps screen showed two Required apps and nine more under
Additional, the nine being the apps assigned to the group. QR scan to home screen took six minutes.
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6. Verification

6.1 Prove state on the device

The portal reports delivery. These checks prove what the phone actually does.

# Check Where Pass

6.1.1 Device record Intune, Devices, Android Name <ORG>-<serial>, ownership Corporate, Android
(fully managed), primary user correct

6.1.2 Enrollment-time  Groups, SG-AE-FullyManaged- The phone is a member
grouping Devices , Members
6.1.3 Policy delivered Device, Device configuration Baseline shows Succeeded

6.1.4 Policy in effect Phone: Settings, Security & privacy, Disabled by admin
Device unlock, Fingerprint / Face

6.1.5 Hotspot not Phone: Settings, Network & Opens normally
blocked internet, Hotspot & tethering
6.1.6 Entra object Entra, Devices, All devices Microsoft Entra registered, MDM Intune. Android

registers. "Entra joined" is a Windows and macOS concept

6.1.7 Disclosure Phone: Settings, search "managed", Capture it. It is what staff will ask about
Managed device info

6.1.8 Compliance Device record "Compliant" means nothing until a compliance policy
exists. The tenant default marks unassigned devices
Compliant (Part 8)

6.1.9 Play system Phone: Settings, System, Software Date moves past the pre-enrollment value within a day or
update updates S0
6.1.10 Disabled system App drawer See Section 6.2
apps
6.1.11 Time zone Phone: Settings, System, Date & Automatic time and time zone on
time

Reference build. The device record showed Corporate ownership and Android (fully managed). The
Entra object showed Microsoft Entra registered with MDM Intune. The tenant reported the phone
Compliant with no compliance policy assigned at all. That is the tenant default, not evidence of
anything. The tenant owner's daily account was also a Global Administrator, a lab compromise
recorded as a compromise, not a recommendation.

6.2 Re-enable disabled system apps

Fully managed setup disables most preinstalled apps. To re-enable one: Apps, Create, Category
Referenced app, Android Enterprise system app. Enter the name, publisher, and package name.
Assign it Required (Required means enabled, Uninstall means disabled) to the device group, then sync
from the Intune app on the phone.
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Reference build. After provisioning, Gmail, Photos, YouTube, Maps, Calendar, Clock, and Calculator
were disabled. Contacts, Files, Phone, Messages, Camera, Chrome, and Settings remained. Microsoft
Learn on that date still described the path as "Other, Android Enterprise system app", while the
portal showed a Category picker with Referenced app.

"Built-in app" is a different type that is not supported on Android Enterprise. Do not use it. You
also cannot create a system-app entry for an app that is already approved in managed Google Play.

App Package name

Google Clock com.google.android.deskclock
Google Calculator com.google.android.calculator
Google Maps com.google.android.apps.maps
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7. Carrier Line, eSIM & Hotspot

7.1 Choose the plan and account type

Consumer account under the business .
Business account

email
Account holder The owner The company, verified with its tax ID
Number ownership and The owner The company
invoices
Fits when A one-person company, where deductibility Staff lines are coming, or the number must
follows business use rather than the name belong to the company

on the account

Move to a business account when staff lines arrive. Check coverage first, on the carrier's coverage
map, for every address that matters: the office, the clients, the job sites. The checkout page is the
authority on hotspot allowances. Third-party figures conflict.

7.2 Purchase the line
e Network. Compatibility is checked by IMEI, which identifies the model. Use IMEI 1.

¢ Area code. Choose a local one if offered.

¢ Account. Use the business email, a password generated in the business vault, a passkey and 2FA,
and a port-out PIN or number lock if offered as SIM-swap defense. Ask carrier support if you
cannot find a customer-set port-out PIN.

+ Expect a card decline or a 3-D Secure code on a first prepaid-telecom purchase. Bank fraud
models score it as high risk (new merchant, instant digital delivery, lump sum). It is not a sign the
carrier is illegitimate. Approve the bank's fraud alert.

e File the receipt with the business records and record the expense.

Reference build. The carrier's Verizon-based network reported the phone as an incompatible
device. The first guess was that IMEI 2 had been entered, but the cause was the Japan-region model
(Section 5.1). According to a third-party spec database, its band list has no LTE band 13, Verizon's
primary coverage band, so the rejection was correct. The line went on the carrier's AT&T-based
network instead, which also includes an unlimited hotspot. The same database lists no LTE band 14,
so rural and in-building coverage is weaker than on a US-model unit. The band data comes from a
third-party source because the manufacturer's own page no longer lists this model.

7.3 Install the eSIM

On Wi-Fi: Settings, Network & internet, SIMs, Add SIM, Download a SIM instead. Scan the carrier's
QR code from the workstation. If the option is greyed out or says "Disabled by admin", stop. Something
is restricting mobile network configuration. Rename the SIM (for example <0RG> - Carrier ), set it as the
default for calls, SMS, and data, and turn on Wi-Fi Calling.

7.4 Prove the line

Turn Wi-Fi off. Load a web page. Call and text the personal phone in both directions, and confirm that
About phone shows the number. Turn Wi-Fi back on and repeat a call to prove Wi-Fi Calling.
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7.5 Configure the hotspot
Settings, Network & internet, Hotspot & tethering, Wi-Fi hotspot.
¢ Name: neutral, for example HS-01. A broadcast name is visible to everyone at a client site, so it

should not identify the business.
e Security: WPA3-Personal. Use the WPA2/WPA3 transition mode only if an old client device needs it.

o Password: generated and stored in the business vault.

e Turn off hotspot automatically: On.

On the workstation, connect, then open Wi-Fi, the hotspot, Properties, and set Metered connection:
On. That stops feature updates and large background downloads over the hotspot.
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8. Hardening Backlog

None of these belong in the first session. Each is its own piece of work.

#

8.1

8.2

8.3

8.4

8.5

8.6

8.7

8.8

Item

Compliance policy for Android fully managed, and set
"Mark devices with no compliance policy assigned as"
to Not compliant

Conditional Access, report-only first, with
breakglass@contoso.com excluded

Wipe after N failed unlocks, screen timeout, developer
options, USB data

Entra passkey in Microsoft Authenticator, using the
device PIN with no biometrics

Decide whether personal devices may Entra-register

Microsoft Defender for Endpoint on Android

Replace the Japan-region phone with a US-model unit

Ask the carrier about a customer-set port-out PIN

Why it waits

Required before Conditional Access. Until then "Compliant"
means nothing (check 6.1.8)

Exclude the Microsoft Intune cloud app from any
compliant-device policy that covers all apps on Android and
browsers. Enroliment authenticates in a browser tab and
would be locked out

Each needs a deliberate number or choice

Depends on the PIN-only rule being in force

In the reference tenant a personal workstation had registered
with MDM None. Registration alone does not give control of
anything

Its own onboarding and verification exercise

Accepted risk for now. Revisit when revenue supports
replacement hardware

Open item
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9. Troubleshooting Reference

Symptom

Tapping the welcome screen
does nothing

QR will not scan

"Domain already in use" at
binding

Organization name wrong on
the phone

Required app not installed
during setup

App missing from the work Play
Store

Device enrolled but no policy

Device not in the device group

Gmail, Maps, Clock, and others
missing

No "Android Enterprise system
app" type

Store shows only "Microsoft
Copilot"

Google Play system update
wants a Google account

Carrier reports "incompatible
device"

Card declined at carrier
checkout

eSIM option greyed out or
"Disabled by admin"

Biometric option still offered

Most likely cause

Not on the first welcome screen, too slow, or

tapping a button

Browser zoom or glare

Another Google organization owns the domain

Auto-generated at binding
Not assigned Required, not synced, or
assigned to a user group only

Approved but not synced, or not assigned

The phone was restarted during enrollment

Provisioning Client is not owner, or the staging

token was used

Disabled at provisioning

The new Category picker

The Copilot apps were merged

Unmanaged phone

The regional model lacks the carrier's bands
(here the Japan-region G576D has no LTE band

13 for Verizon's network), or the wrong IMEI
was entered

Bank fraud scoring of prepaid telecom

A policy restricts mobile network configuration

Baseline not applied at setup

Check

Six quick taps on a blank area

Zoom in and dim the screen

Resolve Google-side administrator rights
first (Section 3.1)

Section 3.2 step 6, before enroliment

Section 4.1. App install status on the
device record

Sync, and check the Available assignment

Wipe and re-enroll

Section 3.3. Devices, Monitor, Enroliment
time grouping failures

Section 6.2

Category Referenced app

It is the work app when signed in with the
work account (Section 4.1)

Skip it. It updates after enroliment

Check the model number under

Regulatory labels, then use IMEI 1
(Sections 5.1, 7.2)

Approve the alert and expect 3-D Secure

Device configuration profiles assigned to
the phone

Checks 6.1.2 and 6.1.3. Device group
membership
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10. Documenting the Build Safely

These rules apply to anything written from a build like this one, including this playbook.

Redact before anything leaves your records: the serial number and every device name, the EID
and IMEIs, MAC and Bluetooth addresses, tenant and object IDs, DNS verification values, the phone
number, any home or client address (a coverage map shows one), card digits, receipts, and the
enrollment QR code. The QR code should never be captured at all.

Label lab compromises as compromises. A Global Administrator on a daily account, and
compliance showing Compliant by tenant default, are both things to say out loud rather than hide.
Do not publish timing as performance. "About six minutes" is color, not a service-level promise.

Assert only what was verified on the device. The portal reports delivery. The phone is what proves
it.

Sources

Microsoft Learn - Connect Intune to managed Google Play: learn.microsoft.com/intune/device-
enrollment/android/connect-managed-google-play

Microsoft Learn - Set up fully managed enrollment: learn.microsoft.com/intune/device-
enrollment/android/setup-fully-managed

Microsoft Learn - Enroll corporate-owned Android Enterprise devices (QR, token, FRP table):
learn.microsoft.com/intune/device-enrollment/android/ref-corporate-methods

Microsoft Learn - Enrollment time grouping: learn.microsoft.com/intune/device-enrollment/setup-time-grouping
Microsoft Learn - Add managed Google Play apps: learn.microsoft.com/intune/app-
management/deployment/add-managed-google-play

Microsoft Learn - Assign apps to groups: learn.microsoft.com/intune/app-management/deployment/assign-
groups

Microsoft Learn - Manage Android Enterprise system apps: learn.microsoft.com/intune/app-
management/configuration/manage-system-apps-android

Microsoft Learn - Android Enterprise device restrictions: learn.microsoft.com/intune/device-
configuration/templates/ref-device-restrictions-android-enterprise

Microsoft Learn - Wipe (eSIM preserved by default): learn.microsoft.com/intune/device-
management/actions/wipe

Microsoft Learn - Android fully managed security configurations: learn.microsoft.com/intune/device-
security/security-configurations/android-fully-managed

Microsoft Support - Copilot app changes for personal, work and school accounts: support.microsoft.com/en-
us/microsoft-365-copilot/learning/changes-microsoft-copilot-app
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